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About this document
This manual covers installation, adjustment and use of U-Prox IP550 (hereinafter
panel) wireless single door access control panel. Read this manual carefully prior to
installing the system.
Characteristics, Intended use and parameters of the panel are described in the
section "Summary". Section "Terms" provides an explanation of terms found in this
document.
The look of the panel, the pins and the mode of work are described in the
"Description section”. Order of installation, adjustment of external devices and panel
configuration are described in "Working with the device" section.

Attention! Read this manual carefully prior to installing the system.
Installation, adjustment and utilization of panel is allowed only to persons or
organizations with the appropriate authority from the manufacturer

Technical support
To get warranty and technical support you can apply to authorized service centers,
situated on the territory of countries, enlisted in the warranty card.
Warranty and technical support are performed on the territory of the country, where
the customer applied for warranty or free service.
Technical information is available on the system website www.u-prox.com
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Brief description of the panel

U-Prox IP550 panel - a device designed to control access to residential and
business premises,

Panel operates both standalone and in system.

U-Prox IP550 panel provides control of one or two actuators. It controls access into the
room with one door with one built in reader (single-sided door) or with two readers
(double-sided door).

U-Prox IP550 processes the information received from the reader(s) or via the
Bluetooth Low Energy (BLE) interface and unlocks door driving actuators with built in
relays.

Panel has built in reader and keypad. Also cellphones and smartphones may serve as
| D6s.

It is possible to connect optional external U-Prox or iPR reader to the panel. Panel may
situate inside premises while external reader used.

Panel adjusted with Bluetooth Low Energy (BLE) interface in standalone operation mode.
Adjustment includes access rules configure, ID list edit, full panel operation adjustment.
The panel can work offline or as part of the network. To add it to access control network,
U-Prox IC L control panel used. U-Prox IC L panel communicates with U-Prox IP 550 via
ISM band radio and via Ethernet (wired computer network) with access control system
server. To extend the range of wireless system U-Prox HE and U-Prox HW repeaters are
used, communicating with U-Prox IC L over Ethernet (wired computer network) or Wi-Fi
(wireless computer network).

U-Prox IP550 panel has terminals for Request to Exit button and Door contact.
Thoroughly thought-out technical and design solutions, external reader connection
possibility, user identification and communication via BLE, non-volatile memory and real
time clock allow the use of the panel for multiple kinds of access control systems.

Intended use

U-Prox IP550 panel designed for operation in access control systems (ACS) of
diverse scale in small offices as well as on large enterprises as well as in standalone
operation mode and in access control system.

Panel provides access into one room, controlling as well as entry and exit and alarm
system of rooms, associated with entry point. Panel provides antipassback function when
equipped with external reader and controls access in both directions.

Summary

=4 =8 =88 -8_8_9_9_9_°9_°

Standalone and in system operation modes
Built in ASK and FSK ID card reader

Read range up to 80mm

Power supply +10,8...+15 V

Power consumption less than 160 ma @12V
Maximal power source voltage ripple 500 mV
Connection U-Prox or iPR of external readers
Bluetooth Low Energy (BLE) interface for user identification
Built in Request to Exit button

Door Contact terminal

Request to Exit button terminal

http://u-prox.com


http://u-prox.com/

Integrated Technical Vision Ltd. U-Prox

E I ] E

1
1

Open/remove tamper
Two relays with NO, NC, COM terminals 3A @ 24 V
Alarm output. Open collector 24 V, 60 mA
Adjustment from the smartphone via Bluetooth (BLE) interface in standalone
operation mode
Adjustment from the access control system server via computer network
Antipassback
Real time clock
Nonvolatile memory:
Standalone operation mode:
T 255u s er ,idcliding 1 master code, 1 engineer code
4096 events
 "Day" and "Night" modes
In system operation mode:
f 3000user | D6 s
{ 6000 events
i 255time zones
I 255 week schedules
255 holidays
Dimensions i 119,4R65,4724 mm
Weighti 0,2 kG

Description and operation

Panel

The look of the access control panel is shown in Fig. 1 and Fig. 2.

1. Panel enclosure
LED

3.  Keypad

Fig. 1. U-Prox IP550 panel view

http://u-prox.com 5
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1. Panel cover

2. Panel cover and bottom
board connection cable

3. Nuts for fixing screw.
Bottom may turn on 180

rad at mounting

4, anel bottom with

commutation board.

Fig. 2. U-Prox IP550 in general and details

Panel terminals assignment

Terminal Description Assignment
ALM Alarm output
EhiD Ehib Power supply connection
+12V +12V
NC1 Normally closed
NO1 Normally open Relay #1 contacts
g M1 Common
NC2 Normally closed
NO2 Normally open Relay #2 contacts
g M2 Common
SAB Tamper Enclosure and removal tamper.
TAMPER
RED Reader power +12V
GND GND External reader connection
D1 Data 1
DO Data O
EIN Arm annunciation
GND GND
DC Door contact Inputs
RTE Request to Exit button
6 http://u-prox.com
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Annunciation of panel readers
Current panel access modes indicated by readers connected. It is possible to adjust
separate annunciation for each panel with system software. Default annunciation
settings are present in table below:

Operation mode Readersé annunciatio

Normal mode No sound, Red blinks once per second

Free pass No sound, Green and Amber alter once per
second

Night mode or No sound, Red and Amber alter once per second

Panel blocked

Alarm No sound, Red light continuously

Card enrollment No sound, Green blinks once per second

Panel startup No sound, No lights

Upload or Download Short clicks in standby mode, no sound Red light
continuously in system

Access granted One beep, Green light continuously
In 5 seconds before door relock beeps every
second

Access denied Long sound, Red light continuously

Code change mode on | Yellow light continuously after mode entry

keypad command [*] Yellow blinks for new code entry

Panel operation
The panels supplied unloaded with factory settings below in document. In this state
Red blinks once per second.
For panel standalone operation, adjust it with application on smartphone.
For panel work in system, switch it into the network operation mode and add it to the
system with automatic adjustment mode or manually and download the program
settings from U-Prox Software.
Panel switches into the Normal operation mode if inputs are safe and settings
downloaded into the panel.

ID entry (card pass)
Press keys on the keypad sequentially to enter the code. The length of the code
must be not less than four digits and not more than ten digits. Finalize code entry
with [#] key press. Buzzer beeps on each key press. Correct entry confirmed with
one short beep. Entry error or unknown code entry followed with one long sound.
Keypad blocked after several sequential wrong (unknown) codes entry or RF ID
passes. This function is inactive by default.
Press [*] key to cancel erroneous key sequence.
The key sequence erased and panel returns to the Normal mode after 40 seconds
pause in entry.

RF I D pass equivalent to the key entry. P
| DO6s.

Built in reader reads cards and accepts codes both in Normal mode and in Program

mode.

http://u-prox.com 7
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Built in reader reads RF | DO06s. Beside this
this case panel situated within secure premises.

U-Prox ID mobile application allows use smartphone or tablet as ID. Smart Bluetooth

interface utilized in this case.

Standalone mode
User codes
There are several code (RF ID) types for panel control..
Administrative codes - e ngi n e er @d admioistraor's (Master) code. Use
these codes to switch into the Program mode to adjust:
T Engineerds code
Master code,
User codes, their names and parameters,
Relay operation modes and entry/exit duration (for each user personally)
Alarm output duration,
Keypad blocking duration,
User codes. This codes allow to:
1  Drive relays,
9 Switch panel into the night operation mode and vice versa
Administrator adjusts code category and options for each code individually.
1  Code category defines the access mode.
1 Code options define numbers of relays driven with code, relay duration and
entry/exit duration.

= =4 —a —a -9

Duress code
Each userowns additi onal fduresso access code indepc¢

Panel performs all actions, programmed for normal user code and activates Alarm
output on duress code entry.
Us er s o wnor BRdbile IDB Gosnot have additional duress code.
Duress code differs from normal code by one in the last digit. For example, if normal
code is [1] [2] [3] [4], then duress code will be [1] [2] [3] [5].
If last digit of normal code is [9], then duress code ends with [0]. For example. If
normal code is [2] [0] [0] [9], then duress code is [2] [O] [0] [O].

Code change with [*] command
Each user may change his own identifier with [*] command.
Attention!!! The identifier changing is possible only with the built-in reader.
Press [*]. Buzzer beeps three times and LED will light up Amber. Enter old
[User code][#]. LED blinks Yellow if correct code entered. Pass new RF ID twice or
enter new [User code][#] and confirm with second new [User code][#] entry.
New code accepted if its alternation with user was allowed, old code entry was
correct and new code not equal to the any other user code or duress code in panel.
Engineerds code changed in the same way.
Example.
User, owns code [1] [2] [3] [4] [5] and wants to change it to [4] [3] [2] [1].
Press [*] key, panel will beep three times and LED will light up Amber.

8 http://u-prox.com
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Enter old user code [1] [2] [3] [4] [5], panel will emit error sound and exit from the
code change command, switching Amber LED off.

Enter new code [4] [3] [2] [1] [#], panel will emit long sound. Panel will emit Error
sound if the same code (normal or duress) exists in panel code list. Enter new code
[4] [3] [2] [1] [#] once more, panel will sound long.

Enter [#] once more to exit code change command.

Durations
Default durations
Panel has default durations for ease of panel adjustment. These durations are

AfRel ay #1lduratia@atmidogndi Rendynenrt dufrexit dur a
One may set default values of durations for codesdparameters. Changing this value

one changes corresponding parameter for all codes with durations, set to default..

Example. The value of 255 is set automatically to relay duration for each newly

created code, which means, that the default value used (factory setting 3 sec). If
somebody sets relay duration value 255 to several codes, it will mean that codes

have default relay duration. It is enough to change default relay duration to change

the relay duration for mentioned codes if necessary.

Entry/exit duration
The entry/exit duration countdown starts after relay activation. The countdown stops
after the first violation with subsequent restore of the door contact. The buzzer starts
beeping in 5 seconds before entry/exit delay exhaustion if door remains open to
warn user about this. Close the door and enter code once more to extent duration.
Entry/exit time is programmable. Allowed values are 0 to 253 seconds.

AOpened dooro mode
Door position (opened or closed) not supervised if code with entry/exit duration value

254 entered until the door contact state not changed to opposite.

Keypad blocking
Panel blocks keypad and reader for programmed time if wrong code or unknown RF

ID passed tree times subsequently to prevent the code or RF ID matching. The
Keypad blocking time allowable values are 0 to 255. Zero value means, that keypad
blocking mode is off.

Panel standalone operation modes
Panel operates in several modes:

1 - normal day mode,
1 - normal night mode,
1 - programming,

M - keypad blocking.
LED blinks Red in normal day mode. Panel performs programmed actions on RF ID
pass or code entry in this mode. The actions could be Relay#1 and/or Relay#2
activation and a choice of relay for activation.
LED is blinks Red and Yellow alternately in normal night mode. The difference from
day mode is that only c o thasandanight' afe Bective D6 s o
this mode.
Panel switched from night mode to the day mode and vice versa" automatically by
schedule or manually with code not having the right to control any relay. Such code

http://u-prox.com 9
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must have category "Day and night", because if it will have another category it will be
possible to switch panel into the night mode but will not be any way to return to day
mode.
Panel performs all actions, programmed for normal user code and activates Alarm
output for programmed time on duress code entry. Alarm output activates after the
code entry immediately. If there were no any keypad activity, panel will return to
normal mode in 40 seconds.

Panel programming in standalone mode
Download and install Access Control Mobile Configurator (below - ACMC)
application.

’ Google Play

Mobile devices with Android 4.4 OS and higher supported. Devise must have
Bluetooth 4.0 with BLE (Bluetooth Low Energy) support.
Run ACMC

@ Sl #1623

© "4 #7169

U-Prox Mobile

Press fiStarto button on application. Appli

Bluetooth is not activated on your device application will request for activation, press
6 OKO

Attention! The location services must be ON in Android 6.0 and higher for
Smart Bluetooth operation

10 http://u-prox.com
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20 "d #1628

@ "l #1623

An app wants to turn on Bluetooth.

DENY  ALLOW

Panel name and distance to the panel displayed at scan.
Enter engi ne e rkédysad ic parnkkewil allow dorimection for programming
for 40 seconds. Access reject message displayed on attempt to connect without

authorization.
30 "al #1628

%

Sel ect panel from the de°bmtcm.Abpilicatan\tillmedd pres
out panel settings.

http://u-prox.com 11
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o @ 3O 44 #1634 ¢ o o 2@ "4 #73 16:29

O )
(%

The main menu will activate after the settings readout. Advanced options displayed
after O6Mored button pressed.

o 3O B #0m 1633 ¢ oD 3O "l #7n) 16:33
SETTINGS UPGRADE
ACCESS SAVE
LOG RESTORE
MORE BACK

(% o
<o o [N < o o |

The menu item O6Writed became active after
changes.

12 http://u-prox.com
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o= 30 "l #1634
Office
SETTINGS
ACCESS
LOG
APPLY

&
<o o |

Press 6 Di&. buttan to@reak éonnection with panel.
Attention!!! Disconnection without writing settings will cause changes loss.

0Settings6 menu item contains main panel
AiSecurityo settings group

"Master code" - code # 0 change

"Engi neer'"6-sodetiladrange

Engineer code

CANCEL 0K

New code accepted if it is not equal to any other code in system, including
duress codes.

http://u-prox.com 13
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"Code match" i keypad blocking duration at code match attempt
Allowable values 5 seconds to 4 minutes or code match function disable

3@ "gl #1638

Code matching

no detection

§ seconds block

40 seconds block

1 minute block

4 minute block

CANCEL

i Al a ii al@m output activity duration
Al l owed values 0 to 240 seconds or deacti v

3@ "al #ER 16:39

Alarm

unused

go on for 5 seconds
go on for 10 seconds
go on for 30 seconds

go on for 60 seconds

go on for 240 secaonds

till manual off

CANCEL

"Passage request button" settings group
"Passage request button" i Passage request button (RTE) operation modes:
"alarm" i Button press activates alarm output
"day and night access" i RTE active always
"work time access only" i RTE active when panel is in day mode only

14 http://u-prox.com
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"day and night modes switch" i RTE press alters day and night panel modes
"unused" i RTE is disabled

3@ Sy #m 16:39

Mode

alarm

day and night access
work time access only
day-night switch

unused

CANCEL

AActiilamd uat orsdé6 actions settings after Pas

30 "l #1657

Action

CANCEL 0K

i Do or itdelayeuwation setting after Passage request (RTE) button press

http://u-prox.com 15
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30 Sl #08 1657

RTE door time

for 5 seconds

for 10 seconds

for 20 seconds

for 60 seconds

for 240 seconds

always

CANCEL

i Ac c e setimys group
fiDevi c e 1mpaneheaine setting, displayed during device search

Device name
Officel

CANCEL  APPLY

"Door time" i Setts default value for Entry/exit duration.
Allowable values 0 .. 240 seconds or door opened

16 http://u-prox.com
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Access door time

for 5 seconds

for 10 seconds

for 20 seconds

for 60 seconds

for 240 seconds

always

CANCEL

"Reader" 7 RF ID type selection: ASK only FSK only or ASK and FSK

simultaneously.

Proximity reader

ASK

FSK

ASK|FSK

CANCEL

Attention!!! ASK and FSK modulation is ON by default
"Relay activation duration" i settings of default duration of Relay #1 and Relay #2

activation

Allowable values 0 .. 254 seconds. Zero value used for relay trigger mode

http://u-prox.com
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Relay 1 Relay 2

CANCEL 0K

iWor ki ng ThNightfDayomode automatic switch schedule. Panel is in day
mode inside period of time set and in night mode outside it. Manual switch by
passing ID with appropriate option between Night and Day modes possible only if
automatic change mode is Off.

Panel starts to beep every second in one minute before automatic switch into
the Night mode and beeps 2 times every second in 20 seconds before switch.

3@ L4 #3758 16:58 3O "4l #T%) 16:58

Working hours Working hours
Y30
control @

CANCEL

Pressv ("Back)t o exit fASettingso menu

6Accessd menu item contains the |ist

18 http://u-prox.com
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&) 7f0001c2a4

(@ 07002aaeSe
(@ 0000402000
@ 7f0001c254
@ 7f0001cb26
@ 0500cf42b7

@ 7f0007c46c

@ 7ios2stiit

@ ee00276ba3 °

Each list entry contains:
1 Access type: day i white background, day and night i orange background,
or without access i white background

1 Code name or numeric value of the code EFIEIFEIEL 30 "ul #0) 17:56
if name was not set @ 7f0001c2a4
1 Type of ID: keypad code ¥/, RF ID ® or

] — @ 07002aaeSe
mobile ID &

To remove code from the list, swipe it from right @ 0000402000
to left. Element marks as removed. To restore it

press "Cancel". @ 7f0001c254
To enroll new RF ID pass RF ID to the reader. @ 7f0001ch26
Thi s action adds RF | D of |
default settings. @ 0500cf42b7

To _enroll new keypad code enter it from the

@ 7f0007cd6e

keypad finalizing with [#] key. This action adds RF .

I'D to the list of 1 D&s W sozsif ettin
To enroll new code manually press Add button .

(6+06), and &t femer codeCits chanle @ ©00276ba3

and code parameters. P _ to s
changes.

To enroll new mobile ID press Add butt on

and then Mobile ID®), enter code, its name and code
save changes.

To change settings for code select it in the list (nap it). The settings window will
open. Change card name and t¢hecdhdnges.gs . Press

http://u-prox.com 19
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= 30 " e 106 = 3 5 o 1706
CARD CODE PHONE
456654 9540511 530-{
John William Daniel
Day and night access Day only access Day only access

It is possible to set personally for each identifier:
- access type

3@ Yl 8 17:06

Day and night access

Day only access

No access

- Door open duration after the grant of access

20 http://u-prox.com
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Default access door time

CANCEL 0K

Activate relay 1

Activate relay 2

Activate both relays

Day-Night switch

- Relay activation duration (if relay selected in item above)

http://u-prox.com
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3@ "4l w1707

Activate relay 1

CANCEL 0K

PressiAppl yo button to save changes.
Pressv ("Back)button to exit fAAccessO menu item

To view the event |l og use fiLog0 menu item
o 3@ "al 5 17:07

W 8CCess
6 1237

0805 Asrmdes

Pressv (" Back") button to exit ALogodo menu ite

Use fiUpgradedo menu item f upgnadespdneldinmward. opt i
The list of available files in *bin format displayed after this item selected. Firmware
upgrade process will start after desired file selection.

22 http://u-prox.com
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3O B4 #5838

20 "4 #(em] 18:38

Upgrade device firmware

4.012 | ip550_uproxUA_412

4.012]ip550_uproxUA_412-1

4.014 | ip550_uproxUA_414

CANCEL

%)

Attention! ! Al l files with firmware must
mobile device memory.
Panel settings save and restore availabl e menom ¢

items of the advanced options.
All settings saved into the file with *.eep extension in Download folder in main
memory of the mobile device.

3@ Egl #le5% 1841

Save device copy

Device copy has been saved to Office

0K

The list of available files with settings willdi s pl ay after fAREe
item selection. Select one of them to restore settings into the panel.

http://u-prox.com 23
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30 Sl A 184

Restore device from a copy

18:41 | Office

CANCEL

Mobile ID
Download and install U-Prox Mobile 1D application.

' Google Play

Mobile devices with Android 4.4 and higher supported. Device must have BLE
(Blue Tooth Low Energy)

Run U-Prox ID application to set access code. Touch and hold U-Prox ID
inscription. The settings menu will display. Enter access code.

24 http://u-prox.com
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L~ © "d #7169
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Pass mobile device to the panel (10 to 30 cm) and press A button in application.
Panel will exchange data with application. Panel will grant access if code where
enrolled in it and have correct access rights. Panel and application indication will
change.

Usually mobile device locked with PIN, graphic key or fingerprint. We recommend to
use U-Prox ID in this case as follows:
1. Run U-ProxID

http://u-prox.com 25
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2. Lock mobile device
3. To use ID pass your mobile device to the panel and unlock it. U-Prox ID
application will activate at once. Panel will Grant access if ID is correct:

Enter PIN

In system operation mode
Panel controls one door with one or two access points. Access point may be in one
of four operation modes: i Nor md@lAd a rinBl o c loefdr e e .piaFsrsece
p a s snode has highest priority followed by fi Bl o c kfieAdl 0a ranmd@ Nor mial 0
range of priority decrease.

"Normal" mode
Normal mode is the main panel mode. Panel grants or denies access to cardholders
in this mode.
Reader LEDs blink red in normal mode.

Entry/exit on ID pass
To enter the room user passes RF ID to the reader. If RF ID enrolled and entry at the

time of pass allowed, panel grants access and opens door with actuator. Reader
LED lights Green.

Entry/exit on ID pass and PIN code
After RF ID pass panel checks PIN entry necessity and if it is reader LED starts to

blink Amber. It means that panel waits for PIN entry. Panel grants access and opens
door with actuator after correct PIN entry. Reader LED lights Green.

Exit on RTE button press
To exit from the room with single-sided door or to open door remotely for somebody

press Request to Exit button. Door opens (i.e. actuator powered) after press with
subsequent depress of the Request to Exit button, reader LED lights Green.

Access deny on RF ID pass
Access may be denied to RF ID holder for reasons as follows (LED lights Red):

26 http://u-prox.com
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I panel was not downloaded (LED not lights);

I  RFID was not enrolled in the panel (for 1 second sounds the buzzer and
LED lights Red);

I RF ID term of use expired (for 1 second sounds the buzzer and LED lights
Red);

I access denied at that time and date (for 1 second sounds the buzzer and
LED lights Red);

I at attempt to pass twice in one direction through the door with
Afanti passbackd function ON (for 1 sec
lights Red);

Y RF ID, marked a s 6Lost b6 or 6Bl ockedd passed
buzzer and LED lights Red);

f panel is in O0Al armé mode(for 1 second
Red);

f panel is in 6Blockedd mode(for 1 secol
Red);

I the temporary RF ID is not valid yet (for 1 second sounds the buzzer and
LED lights Red);

f passage counter expired f offorileeoopdbr ar.y

sounds the buzzer and LED lights Red);
i Al ar md mode

Readersd LEDs | ight Red.Access poinhswitches ihtythei n
Al armd operation mode i paneceactosure oden, RRID,0 r
marked as 6Lostd pass, door is open too

option selected.

t |
f
|

Panel activates outputisn 6t aa dmdb atomdemod u b p d

active during fAIl atrdondtionns@egrammabld.eAtcksé pomtust p
blocked for entry ifitisi n 7 Al a r @mé camapehehe door with RTE button.

To exit from AAl ar mo mo d e pass RF I D wi
corresponding command from the system server.

AFreespamode
It is necessary to open the doors for free personnel pass in case of fire, earthquake,
water flow and other emergencies. Panel ha
Reader LED alter Green and| A
Command from system serveror6 Fr ee Passd® i nput violation
into AFree Pass modeo. Access Point l asts
input violated or cancelation command received from system server. Command from
system server cannot ecamdell MMArree HRassssd ma
Panel provides fAFree Pass0O mode setti|ir
B or for both A and B access points.
Al l time |l ong while panel is in AFree Pas.
passes and code entries saving in the event memory, and sending to the system
server 6access grantedd events, independe
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e.t. c. settings and state. This information used for supervision of personnel
presence in premises in case of emergency.
ABl ockingd mode
Panel may block access point for all users in critical alarm situations. Only users with
| D6so®ethrity serviceo RTE gprnmeasys odooeens ntohte ad
in this mode.
Reader s LEDs bl ink éi)eb
Command from system server or O6Blockingd i

into ABlockingd mode. Access Point |l asts
violated or cancelation command received from system server. Command from

systemserver cannot cancel ABl ockingd mode wunti
Panel provides fABlockingodo mode settipng for

or for both A and B access points
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RF ID properties
Code (digital card code)
Each RF ID (card) has its unique code, assigned during its manufacturing. Code
length is 10 hexadecimal digits.
PIN-Code
Additional code associated with the card. PIN length is six or less decimal digits. For
use on access points, equipped with readers with keypad.
User must enter PIN-code and press [#] key after the card pass. Panel grants
access after correctPIN-code entry. Panel wi || emi t war
codedo event and denycodeemress on wrong PIN
Card expiry date
Date of card validity expiration.
Alarm cancellation
Panel |l ogs OAl arm state cancelationd even
pass with 6Alarm cancellationd fl ag. Pane
i Ac c @desied. Alarm state.oon car d wi thout O6Al arm cancel
Security service

6Security servicedé flag allows card to ent
Panel |l ogs OAccess deni ed. oDuaord Shelcoucrki etdy. 6s ¢
passed to the reader of the blocked door.Panel |1 ogs O0Access gr ant
event iif card with 6é6Security serviced flag

Antipassback disabled
6Anti passback disabledd flag gives right
door with antipassback to the user with this card. Panel grants access to the card
with this flag based on card access rights independently on card position (previous
door pass direction).

VIP
User with card with o6VIP6 flag can open al
blocked state.
Card with this card may have any schedul e,
it, card has no expiry term. Card with this flag may have PIN-code.
Panel doesndt grant access Blockig@armodve t h t h

Variants of Use and modes of output
One can program all panel outputs freely for any function: lock, bell, alarm,
programmable output. Besides this any output programmed for one of output
operation modes: start-stop (output lasts active while some command or panel

mode active. For i nst anc epulse @utpatlis actige for n A £
programmed time), trigger (subsequent activation commands alter output state),
continuous.

The communicator

U-Prox IP550 panel operates automatically - after downloading data from the server,
it processes the card passed according to its access rights, grants or denies access
and sends event messages to the ACS server.
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U-Prox IP550 panel communicates to the access control system server using ISM
band radio interface via U-Prox IC L receiver and U-Prox HE and U-Prox HW
repeaters.

Panel communicator operates in the notification mode. Panel sends event report
message to ACS server on each new event. The backward commands from access
control system received with acknowledgments to event messages or periodic test
signals.

Periodic test signals used for communications supervision. Test messages
transmitted every two (2) seconds. The backward commands from access control
system received with acknowledgments to event messages or periodic test signals.

Panel provides encryption protection of the data and commands with 256 bit key and
protection against panel substitution due the unique serial number supervision.

Both local enterprise computer network operation (see Fig.3) and Internet network
(see Fig.4) operation via repeaters provided. This allows the distributed systems of
any scale construction.

U-Prox ICL /
=
P
— U-Prox IP
o Server

Switch

<o
R~
)

U-Prox IPSS0  U-Prox IP500

Wi-Fi access“\\
point \

U-Prox HE \

U-Prox HW

g

= = = =
U-Prox IP550  U-Prox IPS50 U-Prox IP550  U-Prox IP550
Fig. 3. An example of a local network of mixed type (Ethernet and Wi-Fi)
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Remote office #1 -
V / l I

~
hron HE

Vi-E1 router

—
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e o

=

\
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.-)
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t

Fig. 4. An example of a distributed network
Wireless lock system architecture

The architecture of the wireless locks system has definitely hierarchic structure. All
U-Prox IP550 control panels operate in the automatic mode, i.e. make decision
about the access using data uploaded beforehand.

U-Prox IC L control panel routes data from the allowed U-Prox IP550 wireless panels
via U-Prox HE and U-Prox HW repeaters. The U-Prox IP access control system
server, U-Prox IC L, U-Prox HE and U-Prox HW communicate each other via the
computer network. The U-Prox IC L, U-Prox HE and U-Prox HW communicate to the
U-Prox IP550 wireless panels via the ISM band radio.

Fig. 5. Wireless lock system architecture
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